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(start content moving process) 



CROSS-AUTHENTICATE AND SHARE 
SESSION KEY 



Sll 



S12 



S13 



S14 



CONTENT MANAGEMENT PROGRAM 
DECRYPTS CONTENT KEY BY STORAGE KEY 



CONTENT MANAGEMENT PROGRAM 
ENC RYPTS CONTENT KEY BY SESSION KEY 

* 



CONTENT MANAGEMENT PROGRAM SENDS 
CONTENT KEY, CONTENT, AND CONTENT 
ADDITIONAL INFORMATION DATA TO 
MEMORY CARD 



S15 



S16 



S17 



MEMORY CARD RECEIVES CONTENT KEY, 
CONTENT. AND CONTENT ADDITIONAL 
INFORMATION DATA 



MEMORY CARD DECRYPTS CONTENT KEY 
BY SESSION KEY 



MEMORY CARD ENCRYPTS CONTENT KEY 
BY STORAGE KEY 



MEMORY CARD STORES CONTENT KEY ~| S18 

S19 



MEMORY CARD STORES CONTENT AND 
CONTENT ADDITIONAL INFORMATION DATA 



± 



S20 



CONTENT MANAGEMENT PROGRAM UPDATES 
USE CONDITION FILE FOR CONTENT 



( END ) 



